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About Sitecore’s Security Certifications

One of Sitecore’s most important responsibilities is to make sure your data is always secured and protected. With this in mind, we
maintain a number of certifications and security reports for our product offerings. More information is available on our Trust Center.

Sitecore Product Offerings Certifications and Attestations Date of Certification or Report
Sitecore Platform DXP includes: ISO 27001:2013, ISO 27017:2015, I1SO ISO and CSA STAR
e Sitecore Experience Platform 27018:2019 (available here) e [atestlIssue: 7/13/2023
e Sitecore Managed Cloud CSA Star (Level Two; available here) e Expiration: 6/30/2025
e Sitecore Experience Manager
SOC2 - Type 2 (Security, Confidentiality & SOC2
Sitecore SaaS DXP includes: Availability) (available upon request) Latest Issue: 08/14/2023 (review
e Sitecore Content Hub DAM period 06/01/2022-05/31/2023)
e Sitecore Content Hub Operations = SOC1 - Type 2 (Security, Confidentiality &
e Sitecore Content Hub ONE Availability) (available upon request)
e Sitecore Experience Edge
e Sitecore XM Cloud IRAP (available upon request)
e Sitecore CDP (Platform DXP, Content Hub DAM,
e Sitecore Personalize Content Hub Operations, CDP, Personalize,
e Sitecore OrderCloud Search)
e Sitecore Send (also known as
Moosend) TISAX - AL2 (participant ID: SMTOK4) (Content
e Sitecore Search Hub DAM, Content Hub Operations)

e Sitecore Discover
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https://www.sitecore.com/trust
https://www.coalfirecertification.com/Certificates/Sitecore-ISO-27001-Certificate-Award_7-13-2023.pdf
https://cloudsecurityalliance.org/star/registry/sitecore-holding-ii-a-s
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Company Certifications Purpose Certification Dates

A mechanism to comply with data protection = ACTIVE

requirements when transferring personal data | 11/21/2018 to 10/19/2024
EU-U.S. Data Privacy Framework from the European Union and Switzerland to
the United States in support of transatlantic
commerce (available here)

A mechanism to comply with data protection = ACTIVE

requirements when transferring personal data | 11/21/2018 to 10/19/2024
Swiss-U.S. Data Privacy Framework from the European Union and Switzerland to
the United States in support of transatlantic
commerce (available here)

A mechanism to comply with data protection ~ ACTIVE

UK Extension to the EU-U.S. Data ;equirements when trapsferring p.ersonal data  11/21/2018 to 10/19/2024
rom the European Union and Switzerland to
the United States in support of transatlantic
commerce (available here)

Privacy Framework

The information in this document is subject to change without prior notice. For more information on Sitecore product offerings, or
compliance with the certifications and attestations provided here, please contact Sitecore.
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https://www.privacyshield.gov/list
https://www.privacyshield.gov/list
https://www.privacyshield.gov/list
https://www.sitecore.com/company/contact-us

